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DELIVERING TRAINING IN REAL TIME.
ONLY AVAILABLE ON CYBER RISK AWARE.

Cyber Risk Aware combines modern training techniques
with real-time analytics to mitigate human error.

« Train employees in their exact moment of need i.e. when
they take a risk and don't even realise it.

Automatically send training content, policy reminders,
data regulations and compliance standards to staff when
they engage in risky cyber behaviours.

Send relevant snippet from a company policy document
tied to the specific user activity.

Maximize ROI on your technical defences.

Reduce admin overhead by delivering repeatable
and consistent training content.

SECURITY AWARENESS TRAINING
LIKE YOU'VE NEVER SEEN BEFORE.

Deliver the right message to the right user at the right time.

www.cyberriskaware.com
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THE MOST USER-FRIENDLY AND EASY TO DEPLOY

PHISHING SIMULATION PLATFORM

Phish Maestro™, hosted in Azure, built for
scale and catering for companies of all sizes.
Schedule an unlimited number of regular
and advanced simulated phishing tests, to
assess the level of phishing susceptibility

in your business.
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Comprehensive and customisable library of hundreds of “known-to-work”

phishing templates, updated regularly to reflect current trends.

Get phishing results including industry benchmark.

PHISH MAESTRO KEY FEATURES

Recreate any phishing attack including ransomware, BEC,
wire fraud, CEO fraud.

Phishing tests with links, attachments,and fake log-inpages.

Simulate phishing attacks impersonating internal email addresses.

Avoid users tipping each other off using burst mode which
sends multiple templates in one campaign.

Phishing tests that auto-enrolls in training.
Every user interaction fully recorded for reporting.
Identify repeat offenders, high-risk departments or locations.

Identify geo-location, operating system and browser edition.

PHISHHUK ALERT BUTTON

Reinforce company security awareness
culture with the PhishHUK Qutlook/ ' f
Office365 plug-in that enables staff to ﬂ '
report phishing emails via mobile, ~
desktop,and browser for further analysis.

SMISHING

Raise staff awareness of SMiShing - phishing via SMS- by sending
customisable malicious text messages directly to their mobile phones.

RISK AND
GOMPLIANGE
REPORTING

MOST COMPREHENSIVE REPORTING LIBRARY
ON THE MARKET

/ Meet your legal and regulatory compliance requirements.
/ Cyber insurance risks assessment.

/ Security accreditations (15027001, NIST,
COBIT, CYBER ESSENTIALS and ASD4).

KEY FEATURES OF OUR REPORTS

Trends analysis

Easy to interpret

Content and data rich Risk identification
Meaningful and manageable Track Employee compliance
Exportable
Phishing SMiShing

Scheduled training Trends

Training effectiveness

Real-time training

INDUSTRY “PHISH PRONE” ,}.’.l
BENCHMARK REPORTING "‘\\'

How phish prone are my staff compared to others
across my industry?
Our "Industry Phish Prone Benchmark" report helps you answer

this important question. Take advantage of the extensive corporate
cybersecurity data we've captured from publicly available datasets.

SECURITY
TRAINING

Security Awareness Training that transforms your staff into a human
firewall creating the strongest line of defence against cyber threats.

Il Astrategy which doesn't employ security awareness {\
and have it go hand in handwith technical defence
components is a short-sighted, incomplete strategy.

Zurich Group

* Gamified, highly interactive * Never lasts more than
and enjoyable Security 8- 10 minutes.

Awareness Training.
e Useful at home and

e Accessible via a browser. in the workplace.

e SCORM compliant, e Shareable.
LMS compatible.

e Humans are far more vulnerable than technology.
That's why cybercriminals are targeting your staff.

Staff members are often regarded as the weakest security link.
However, with Cyber Risk Aware you can empower your staff to be
your greatest security asset by creating a network of human sensors.

 Globally, the increased investment in cyber security has not done
enough to curb the relentless growth in cyber-crime.

Why? Because In the past
the focus has always been g
on technical defences rather \
than people which has left
a gaping hole in network

security.
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LANANZIL RN CREDENTIALS

The ability to create your own assessments or choose from our pre-
supplied assessments that cover an array of security and compliance

standards.

KEY FEATURES & BENEFITS

Assess individuals’ level of understanding
and risk within the organisation

Reduce business overheads by training

higher risk staff members

Prove staff increased competency with
post-training knowledge assessments

Deliver focused training based on identified

knowledge gaps

Produce management
and compliance reports

COMPROMISED Cvber Risk Aw:re

Annual subscription pricing pre-paid in advance.
Costs include annual user subscriptions and support.

FREE REPORT:

Discover Breached
Company Email
Addresses

Worried about company email
addresses and passwords being
available on the dark web there
by increasing your exposure to
Spear Phishing?

Articles 39 and 47 of GDPR
require companies to raise
the level of security
awareness of their staff.

We've worked with clients across
the globe to build security-training
programs that educate their teams
to support and safeguard their
systems and data; and meet
training requirements mandated
by GDPR.

www.cyber

aware.com

FEATURES

Admin Management Console
Unlimited Phishing Security Tests
Automated Security Awareness Program
Security 'Hints &Tips'

Training Courses
Automated Training Campaigns
Phish Alert Button
Phishing Reply Tracking

Cyber Knowledge Assessment Quizzes

Six (6) - Security Awareness Videos
(Headquarter Office Style)

Enterprise Risk And Compliance Reporting
Industry Phishing Benchmark Reporting
Business Hours Customer Support

Active Directory Integration

Twelve (12) - Security Awareness Videos
(Headquarter Office Style)

Priority Level Support

An Additional (6) - Security Awareness
Videos (Headquarter Office Style)

Smishing Security Test

Real-Time Intervention Awareness
(SIEM, DLP Integration)

ENTERPRISE

(<IN BN < B BN < M BN < BN < B BN < BN < RI<

OPTIONAL EXTRAS

Partner Compliance Training &
Security Awareness Content

Upload your OWN Content
Policies,Courses,Videos, Presentations

Managed Phishing and Training Service

Customise / Create Training Content

info@cyberriskaware.com Q@O ©
www.cyvber

PLATINUM
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aware.com

Talent Garden Dublin,
Claremont Avenue | Glasnevin | Dublin 11 | Ireland

Cyber Risk Awore

Creating your human firewall!

CREATING YOUR

WE HELP YOU HELP YOUR STAFF
DEFEND YOUR NETWORK

The only behaviour-driven security awareness platform that
delivers training in real time.

www.cyberriskaware.com





